
10-Point Business IT Health Check
A free self-assessment for small businesses  ·  www.deadoralivetechnology.com

Tick each item you're confident about. Any you can't tick with certainty is worth a closer look — that's

exactly what our free health check is for. No cost, no obligation.

1 Backups that actually work
Are your backups running, off-site or immutable, and — crucially — have they been test-restored
recently?

2 Updates & supported software
Is every device patched, with nothing still running an out-of-support operating system?

3 Endpoint protection
Is antivirus / endpoint security active on every machine, up to date, and actually monitored?

4 Passwords & MFA
Strong, unique passwords, a password manager, and multi-factor authentication on email and key
accounts?

5 Email security
Spam and phishing filtering in place, and SPF, DKIM and DMARC set up so your email is trusted?

6 Network & firewall
A secured router with no default passwords, a separate guest Wi-Fi, and remote access locked down.

7 User accounts & access
Least-privilege access, admin rights controlled, and ex-staff accounts promptly removed.

8 Data protection & GDPR
You know where personal data lives, it's protected, and there's a plan if it's ever breached.

9 Hardware age & reliability
Nothing critical is past its sensible replacement age, and single points of failure are identified.

10 Disaster recovery plan
You could recover from ransomware, theft or a fire — and you know roughly how long it would take.

Want us to run the check for you? It's free.
www.deadoralivetechnology.com/it-health-check.php
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